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,QWURGXFWLRQ
5HOLDELOLW\KDVEHHQDJURZLQJUHVHDUFKWRSLFLQ%XVLQHVV3URFHVV0DQDJHPHQW%30DVSDUWRIDODUJHUJURXSRI
4XDOLW\RI6HUYLFH4R6DVSHFWVDOVRLQFOXGLQJSHUIRUPDQFHFRVWDQGDYDLODELOLW\>@,QWKLVFRQWH[WD
EXVLQHVV SURFHVV task reliability FDQ EH GHILQHG DV WKH SUREDELOLW\ WKDW LW RSHUDWHV RQXVHUV¶ GHPDQG IROORZLQJ D
GLVFUHWHWLPHPRGHO&DUGRVR>@DSSURDFKHGUHOLDELOLW\DQGRWKHU4R6DVSHFWVLQWKHZRUNIORZSHUVSHFWLYHRIEXVLQHVV
SURFHVVHVE\XVLQJWKH6WRFKDVWLF:RUNIORZ5HGXFWLRQ6:5DOJRULWKP7KLVDOJRULWKPUHOLHVRQUHGXFWLRQUXOHVWR
LWHUDWLYHO\FDOFXODWHUHOLDELOLW\DQGUHGXFHDEXVLQHVVSURFHVVWRDVLQJOHDWRPLFWDVN$WWKHHQGWKHUHOLDELOLW\RIWKH
RYHUDOOEXVLQHVVSURFHVVLVHTXLYDOHQWWRWKDWRIWKHVLQJOHDWRPLFWDVN
%DVHGRQWKLVDSSURDFKZHKDYHUHFHQWO\SURSRVHGWKHrelyBPMNODQJXDJHH[WHQVLRQ>@WKDWDOORZVIRUSURFHVV
HQJLQHHUVWRLQFOXGHUHOLDELOLW\LQIRUPDWLRQLQ%XVLQHVV3URFHVV0RGHODQG1RWDWLRQ%301>@SURFHVVPRGHOV
:HKDYHDOVRDSSOLHGWKLVDSSURDFKDQGODQJXDJHH[WHQVLRQWR,QWHUQHWRI7KLQJV,R7DZDUHEXVLQHVVSURFHVVHV7KLV
HQDEOHVGHVLJQDQGUXQWLPHGHFLVLRQVUHJDUGLQJSURFHVVHVWKDWUHO\IRULQVWDQFHRQVHQVRUVJDWHZD\V,QIRUPDWLRQ
6\VWHPVDQGDOOWKHPHVVDJLQJEHWZHHQWKHP>@
+RZHYHU WKHVH DSSURDFKHVRQO\ WDNH LQWR DFFRXQWEXVLQHVV SURFHVV task UHOLDELOLW\ GLVUHJDUGLQJ WKH UHVRXUFHV
SHUVSHFWLYHDQGKRZDFHUWDLQUHVRXUFHKXPDQNLQGRURWKHUVVXFKDVVHQVRUVFDQDIIHFWWKDWWDVN¶VUHOLDELOLW\7KH
UHVRXUFHVSHUVSHFWLYHLQWKLVFRQWH[WLQYROYHVWKHGHILQLWLRQRIUHVRXUFHDVVLJQPHQWVWREXVLQHVVSURFHVVWDVNVDWGHVLJQ
WLPHVWDWLQJWKRVHDFWRUVWKDWDUHVXSSRVHGWRH[HFXWHRQWKRVHWDVNVDQGIXUWKHUDOORFDWLRQRIUHVRXUFHVDWUXQWLPH
XVHUVRUUROHVWKDWFDQH[HFXWHWKHWDVNV)RULQVWDQFHFRQVLGHULQJD³&KHFN([DPV´WDVNRQDKHDOWKFDUHEXVLQHVV
SURFHVVZHFDQDVVLJQLWWRDFHUWDLQDFWRULQGHVLJQWLPHVXFKDV³3K\VLFLDQ´DQGWKHQDOORFDWHLWWRDQDYDLODEOH
SK\VLFLDQLQUXQWLPH1HYHUWKHOHVVWKLVtask¶VUHOLDELOLW\FDQEHKHDYLO\DIIHFWHGE\WKHVNLOOVDQGRWKHUIDFWRUVRIWKH
SK\VLFLDQDVVLJQHGLQFOXGLQJLWVVSHFLDOW\QXPEHURIFRQVHFXWLYHKRXUVLQODERUDJHDQGH[SHULHQFH>@7KHUHIRUH
ZHQHHG WR FRQVLGHU WKH UHOLDELOLW\RIQRW RQO\ FRQWUROIORZHOHPHQWVRI DEXVLQHVVSURFHVV WDVNV VXESURFHVVHV
JDWHZD\VEXWDOVRRIUHVRXUFHUHODWHGHOHPHQWVWKDWXVXDOO\UHIHUWRUHVRXUFHLQIRUPDWLRQDQGDVVLJQPHQWFRQGLWLRQV
$VVXPLQJ%301KDVEHFRPHWKHde-factoEXVLQHVVSURFHVVPRGHOOLQJODQJXDJHVWDQGDUG>@LWLVDOVRQRWLFHDEOHWKDW
LWVHPSKDVLVLVRQFRQWUROIORZDQGGDWDHOHPHQWVZKLOHUHVRXUFHGHILQLWLRQDQGDVVLJQPHQWLVVWLOOUDWKHUEDVLFDQG
DEVWUDFWO\VSHFLILHG
,Q WKLVSDSHUZHSURSRVH WKHXVHRI%301DVDPHDQV WR LQFOXGHUHOLDELOLW\ UHVRXUFH LQIRUPDWLRQRQEXVLQHVV
SURFHVVHV:HDOVRSURSRVHWRXVHWKLVLQIRUPDWLRQWRFRQGLWLRQDOO\DVVLJQUHVRXUFHVWKDWPHHWFHUWDLQEXVLQHVVSURFHVV
UHOLDELOLW\ UHTXLUHPHQWV :H SURYH WKLV E\ LOOXVWUDWLQJ WZR XVH FDVHV LQFOXGLQJ VHQVRUV DQG KXPDQ UHVRXUFHV¶
UHOLDELOLW\:H DOVRPDNH XVH RI WKH relyBPMN H[WHQVLRQ SURSRVHG LQ >@ WR GHILQH UHOLDELOLW\ LQIRUPDWLRQ DQG
UHTXLUHPHQWVRQUHVRXUFHV7KLVZD\ZHFDQFDOFXODWHWKHRYHUDOOUHOLDELOLW\RIDEXVLQHVVSURFHVVWDNLQJLQWRDFFRXQW
ERWKFRQWUROIORZDQGUHVRXUFHSHUVSHFWLYHV
7KLVSDSHULVRUJDQL]HGDVIROORZVLQWKHQH[WVHFWLRQZHUHYLHZUHODWHGZRUN6HFWLRQSUHVHQWVRXUWZRXVHFDVHV
LQYROYLQJVHQVRUVDQGKXPDQUHVRXUFHV6HFWLRQLOOXVWUDWHVKRZZHFDQXVHWKHUHO\%301H[WHQVLRQDQGUHVRXUFH
GHILQLWLRQDQGDVVLJQPHQWLQ%301WRLQFOXGHUHVRXUFHUHOLDELOLW\LQIRUPDWLRQDQGFRQGLWLRQVLQDEXVLQHVVSURFHVV
)LQDOO\6HFWLRQFRQFOXGHVWKHSDSHUDQGGLVFXVVHVIXWXUHZRUN
5HODWHGZRUN
$FFRUGLQJWR&DUGRVR>@UHOLDELOLW\RIDZRUNIORZWDVNLVWKHSUREDELOLW\WKDWWKHFRPSRQHQWVRSHUDWHRQXVHUV¶
GHPDQGIROORZLQJDGLVFUHWHWLPHPRGHO7KHIDLOXUHUDWHRIDWDVNLVWKHUDWLRQXPEHURIXQVXFFHVVIXOH[HFXWLRQVWR
VFKHGXOHGH[HFXWLRQV7KLVZD\ WKHUHOLDELOLW\RID WDVNܣGHQRWHGE\ܴሺܣሻ LVܴሺܣሻ ൌ ͳ െ ݂݈ܽ݅ݑݎܴ݁ܽݐ݁ሺܣሻ WKH
RSSRVLWHRIWKHIDLOXUHUDWH
:HFDQILQGLQWKHOLWHUDWXUHVRPHSURSRVDOVZKRVHDLPLVWRLPSURYHWKH%301H[SUHVVLYHQHVVWRSURYLGHEXVLQHVV
SURFHVVZLWKTXDOLW\RIVHUYLFH4R6LQIRUPDWLRQVXFKDVSHUIRUPDQFHFRVWDYDLODELOLW\DQGLQSDUWLFXODUUHOLDELOLW\
,QWKHFRQWH[WRI,QWHUQHWRI7KLQJV,R7DZDUHEXVLQHVVSURFHVVHV0H\HUHWDOLGHQWLI\WKHQHHGIRUPRGHOLQJWKH
FHUWDLQW\RIWKHLQIRUPDWLRQWKDWGHYLFHVSURYLGHIURPWRDQGWKHDYDLODELOLW\SRWHQWLDOIDXOWRIGHYLFHV>@
7KH\ H[HPSOLI\ KRZ %301 SURFHVVHV FDQ LQFOXGH WKLV LQIRUPDWLRQ E\ XVLQJ DQQRWDWLRQV )ROORZLQJ D VLPLODU
DSSURDFK&KLXDQG:DQJVXJJHVWWKDW,R7VSHFLILFGRPDLQWDVNVFDQLQFOXGHLQIRUPDWLRQDERXWDYDLODELOLW\DQGIDXOW
WROHUDQFHUDWHV>@6WLOOFRQVLGHULQJ,R7DZDUHEXVLQHVVSURFHVVHVUHTXLUHPHQWV&DUDFDVDQG%HUQDXHU>@FRQVLGHU
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WKDWGXHWRHQHUJ\HIILFLHQF\FRQVWUDLQWV%301SURFHVVHVVKRXOGLQFOXGHLQIRUPDWLRQDERXWWKHSURWRFROVXVHGIRU
FRPPXQLFDWLRQVEHWZHHQSDUWLFLSDQWV7KH\XVHHQYHORSHFRPSRQHQWSURSHUWLHVRIFRPPXQLFDWLRQIORZVWRGHILQH
WKH WUDQVPLVVLRQPRGH VXFK DV EURDGFDVW RU XQLFDVW DQG WKH FRPPXQLFDWLRQSURWRFRO VXFK DV ,(((RU
7&3,36XQJXUHWDODOVRSURSRVHWRXVHDQQRWDWLRQVLHSHUIRUPDQFHDQQRWDWLRQVWRGHILQHSHUIRUPDQFHJRDOVDQG
WRGHDOZLWKSRWHQWLDOSHUIRUPDQFHFRQIOLFWVVXFKDVVKRUWHUUHVSRQVHWLPHUHOLDEOHFRPPXQLFDWLRQDQGORZHUSRZHU
FRQVXPSWLRQ>@
,QVWHDGRIXVLQJ DQQRWDWLRQV LQ >@0H\HU HW DO SURSRVH D%301H[WHQVLRQ WKDW SURYLGHV WKH%301Task
HOHPHQWZLWK WZR DGGLWLRQDO HOHPHQWV WKHIQMCalculated DQG WKHIQMManual 7KHIQMCalculated HOHPHQW
VWRUHVWKH,R7,QIRUPDWLRQ4XDOLW\0HWULF,40FDOFXODWHGIURPWKH8QLILHG6HUYLFH'HVFULSWLRQ/DQJXDJH86'/
VHUYLFHGHVFULSWLRQZKLOHWKHIQMManualHOHPHQWVWRUHVWKHPLQLPXPUHTXLUHGYDOXH7KH\FDOFXODWHWKHVHPHWULFV
E\XVLQJ WLPH VSDFH UHOLDELOLW\ DQG WUDFHDELOLW\TXDOLW\RI LQIRUPDWLRQSDUDPHWHUV DYDLODEOH LQ WKH86'/VHUYLFH
GHVFULSWLRQ&RQVLGHULQJWKDWTXDOLW\RILQIRUPDWLRQFDQQRWEHDVVHVVHGDORQHGXHWRLWVLQWHUGHSHQGHQF\ZLWKDFFHVV
FRVW 0DUWLQKR DQG 'RPLQJRV >@ LQFOXGH WZR DGGLWLRQDO HOHPHQWV WR WKH %301 Task HOHPHQW WKH
CostMCalculated DQG WKHCostMManual HOHPHQWV WR VWRUH WKH FRVWPHWULF FDOFXODWHG IURP WKH86'/ VHUYLFH
GHVFULSWLRQDQGWKHPD[LPXPUHTXLUHGYDOXHUHVSHFWLYHO\
*RLQJD VWHS IXUWKHU LQ >@ WKHDXWKRUVSURSRVHD%301H[WHQVLRQ WRSURYLGHEXVLQHVVSURFHVVPRGHOVZLWK
UHOLDELOLW\LQIRUPDWLRQDQGXVHLWWRFDOFXODWHWKHRYHUDOOSURFHVVUHOLDELOLW\3URFHVVUHOLDELOLW\LVFDOFXODWHGE\XVLQJ
WKH6WRFKDVWLF:RUNIORZ5HGXFWLRQ6:5DOJRULWKPWKDW&DUGRVRSURSRVHGLQ>@ZKLFKDSSOLHVDVHWRIUHGXFWLRQ
UXOHVWRSURFHVVEORFNVLWHUDWLYHO\XQWLORQO\RQHWDVNUHPDLQV
+RZHYHUWKHVHZRUNVRQO\FRQVLGHUWDVNUHOLDELOLW\OHDYLQJRXWWKHZD\UHOLDELOLW\RIUHVRXUFHVLVUHIOHFWHGLQWKH
WDVN UHOLDELOLW\ 7KH ZRUN ZH SUHVHQW LQ WKLV SDSHU SURYLGHV EXVLQHVV SURFHVV PRGHOV ZLWK UHVRXUFH UHOLDELOLW\
LQIRUPDWLRQDQGXVHLWWRKDQGOHWDVNDVZHOODVSURFHVVUHOLDELOLW\UHTXLUHPHQWV
8VHFDVHV
,QWKLVVHFWLRQZHSUHVHQWWZRW\SHVRIXVHFDVHV7KHILUVWRQHIRFXVHVRQWKHXVHRIVHQVRUVDVUHVRXUFHVZKLOHWKH
VHFRQGRQHRQKXPDQUHVRXUFHV
3.1. Use case with sensors as resources 
:LWKWKHDGYHQWRIWKH,R7EXVLQHVVSURFHVVHVXVHVHQVRUVPRUHDQGPRUH6HQVRUVFDSWXUHHQYLURQPHQWFRQWH[W
LQIRUPDWLRQZKLFKFDQEHXVHGWRRSWLPL]HDQGDGDSWEXVLQHVVSURFHVVHVWRUXQWLPHHYHQWVDQGFRQWH[WFKDQJHV,Q
DGGLWLRQGXHWRWKHLQFUHDVLQJFRPSXWDWLRQDOFDSDELOLWLHVVHQVRUVDUHDOVRXVHGWRH[HFXWHSDUWVRIWKHEXVLQHVVORJLF
)RU LQVWDQFH LQ WKH PDNH6HQVH SURMHFW >  @ WKH DXWKRUV XVH VHQVRUV DQG DFWXDWRUV WR PDQDJH D EXLOGLQJ
YHQWLODWLRQV\VWHP3UHVHQFHVHQVRUVGHWHFWZKHWKHUWKHURRPLVRFFXSLHGDQGZKHQWKHYDOXHRIFDUERQGLR[LGHWKH
VHQVRUVUHDGLVDERYHDSUHGHILQHGWKUHVKROGWKHDFWXDWRUVLQFUHDVHWKHYHQWLODWLRQ,QWKH,R7$SURMHFWWKHDXWKRUV
XVHVHQVRUVDQGDFWXDWRUVWRPRQLWRULQDVWRUHSHULVKDEOHJRRGVVXFKDVRUFKLGVZKRVHTXDOLW\GHFUHDVHVZKHQWKH
WHPSHUDWXUHULVHV>@7KH\XVHVHQVRUVWRPHDVXUHWKHWHPSHUDWXUHDQGDFWXDWRUVWRXSGDWHWKHSULFHVSHFLILHGRQ
HOHFWURQLFVKHOIODEHOV,QVPDUWFLWLHVVHQVRUVDUHXVHGIRULQVWDQFHWRFRQWUROWUDIILFDQGWRRSWLPL]HJDUEDJHFROOHFWLRQ
DQGLUULJDWLRQRIJUHHQVSDFHV>@:LWKRXWEHLQJH[KDXVWLYHZHPHQWLRQWKHKHDOWKFDUHGRPDLQDQGLQSDUWLFXODU
DPELHQWDVVLVWHG OLYLQJ $$/ V\VWHPVZKHUH VHQVRUV SURYLGH LQIRUPDWLRQ IRU FRQWLQXRXV KHDOWKPRQLWRULQJ DQG
DFWXDWRUVFDQSHUIRUPDXWRPDWLFFDUHSURFHGXUHVIRULQVWDQFHXVLQJSXPSVWRDXWRLQMHFWLQVXOLQZKHQEORRGVXJDU
YDOXHVLQFUHDVHRYHUDFHUWDLQYDOXH>@
%301SURFHVVHVFDQHDVLO\LQWHJUDWHVHQVRULQIRUPDWLRQDQGIXQFWLRQDOLWLHVE\XVLQJtask servicesWKURXJK
ZHE VHUYLFHV >@+RZHYHUZKHQPRGHOHUVZDQWQRW RQO\ WR XVH VHQVRU LQIRUPDWLRQEXW DOVR WRGHILQH VHQVRUV¶
EHKDYLRUDVSDUWRIWKH%301EXVLQHVVSURFHVVWKH\XVHDGGLWLRQDO%301poolsDVLOOXVWUDWHGLQWKHH[DPSOHRI
)LJ  7KLV ILJXUH SUHVHQWV D VLPSOLILHG%301EXVLQHVV SURFHVVPRGHO RI D YHQWLODWLRQ V\VWHP >  @ 7KH
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sensorsSRROGHILQHVWKHEHKDYLRURIWKHVHQVRUQRGHDOVRQDPHGPRWHZKLFKLQFOXGHVWZRVHQVRUVWKHSUHVHQFH
VHQVRU DQG WKH FDUERQ GLR[LGH VHQVRU 7KH actuators SRRO PDQDJHV WKH YHQWLODWLRQ V\VWHP DFFRUGLQJ WR WKH
LQIRUPDWLRQVHQVRUVSURYLGH7KHUHOLDELOLW\RI WKHSURFHVVGHSHQGVRQ WKH UHOLDELOLW\RI WKHVHQVRUVDQGDFWXDWRUV
ZKLFKDUHWKHUHVRXUFHVWKHV\VWHPXVHVWRJHWHQYLURQPHQWLQIRUPDWLRQDQGWRFRQWUROWKHYHQWLODWLRQV\VWHP(YHQLI
ZLWKLQWKLVXVHFDVHZHFDQQRWFKDQJHUHVRXUFHVDWUXQWLPHWKLVLQIRUPDWLRQLVLQGLVSHQVDEOHWRGHVLJQWKHV\VWHP
DUFKLWHFWXUHDFFRUGLQJWRLWVUHOLDELOLW\UHTXLUHPHQWV

)LJ%301SURFHVVPRGHOIRUWKHYHQWLODWLRQSURFHVVXVHFDVHDGDSWHGIURP>@
3.2. Use case with human resources 
$VLQRWKHUGRPDLQVLQWKHODVW\HDUVZHFDQREVHUYHDQLQFUHDVLQJO\XVHRI%031WRPRGHODQGH[HFXWHKHDOWKFDUH
SURFHVVHVZKLFKFDQEHDGPLQLVWUDWLYHDVZHOODVFOLQLFDOSURFHVVHV>@,QDGGLWLRQZHFDQILQGLQWKHOLWHUDWXUH
VRPHSURSRVDOVWKDWDLPDWRYHUFRPLQJ%301OLPLWDWLRQVZKHQXVHGIRUFOLQLFDOSURFHVVHV)RULQVWDQFH%UDXQHWDO
H[WHQG%301ZLWKDGGLWLRQDOGRPDLQVSHFLILFREMHFWVIRUPRGHOLQJFOLQLFDOSURFHVVHV>@ZKLOHLQ>@WKHDXWKRUV
H[WHQG%301WRSURYLGHIOH[LELOLW\DQGLQSDUWLFXODUFRQWUROOHGIOH[LELOLW\DQXQDYRLGDEOHUHTXLUHPHQWRIWKLVNLQG
RI SURFHVVHV+RZHYHU EHVLGHV WKLV WKH KHDOWKFDUH LV DOVR D ULFK GRPDLQZKHUH FOLQLFDO SURFHVVHV FDQQRW E\SDVV
UHOLDELOLW\UHTXLUHPHQWV,QGHHGUHOLDELOLW\RIHTXLSPHQW>@DQGKXPDQV>@KDVWREHUHIOHFWHGLQFOLQLFDOSURFHVVHV
)RULQVWDQFHLQWKHVWXG\SUHVHQWHGLQ>@WKHDXWKRUVHYDOXDWHWKHUHOLDELOLW\RISK\VLFLDQVLQWKHLQWHUSUHWDWLRQRI
FUDQLDOFRPSXWHG WRPRJUDSK\&7VFDQVIRUGHWHUPLQLQJHOLJLELOLW\IRU WKURPERO\WLF WKHUDS\ LQDFXWHVWURNH7KH
JURXSRISK\VLFLDQVLQWKHVWXG\LQFOXGHGHPHUJHQF\SK\VLFLDQVQHXURORJLVWVDQGJHQHUDOUDGLRORJLVWVHDFK
RIZKRPZDVDVNHGWRLQWHUSUHW&7VFDQVUDQGRPO\FKRVHQIURPDSRRORIVFDQVWKDWGHPRQVWUDWHGLQWUDFHUHEUDO
KHPRUUKDJHDFXWHLQIDUFWLRQLQWUDFHUHEUDOFDOFLILFDWLRQVROGFHUHEUDOLQIDUFWLRQVDQGQRUPDOILQGLQJV7KHUHVXOWV
UHYHDOHG WKDW RQ DYHUDJH SK\VLFLDQV FRXOG DFFXUDWHO\ LQWHUSUHW  RI VFDQV 1HYHUWKHOHVV SK\VLFLDQV GLG QRW
XQLIRUPO\ DFKLHYH DFFXUDF\ LGHQWLI\LQJ WKH OHYHO RI LQWUDFHUHEUDO KHPRUUKDJH &RPSOHWH DFFXUDF\ LQ GHWHFWLQJ
KHPRUUKDJHZDVDFKLHYHGE\RIHPHUJHQF\SK\VLFLDQVRIQHXURORJLVWVDQGRIUDGLRORJLVWV
)LJSUHVHQWVDQH[WUDFWRIDVLPSOLILHGFOLQLFDOSURFHVVREVHUYHGLQHPHUJHQF\FDUH,QWKLVVLPSOLILHGSURFHVV
WKHUHOLDELOLW\RIWKH³&KHFN([DPV´WDVNSRVLWLYHO\FRUUHODWHVZLWKWKHUHOLDELOLW\RIWKHRYHUDOOSURFHVV,QDGGLWLRQ
WKH UHOLDELOLW\ RI WKLV WDVN VKRXOG UHIOHFW WKH UHOLDELOLW\ RI WKH SK\VLFLDQ ZKR SHUIRUPV LW ,I QHHGHG WR LPSURYH
UHOLDELOLW\PRUHWKDQRQHSK\VLFLDQFDQSHUIRUPWKHWDVNDVPRGHOOHGLQWKHH[DPSOHZLWKWKHPXOWLLQVWDQFHWDVN



)RUWKHVDNHRIFODULW\ZHGLVWLQJXLVKVHQVRUQRGHVDVQDPHGPRWHVIURPVHQVRUV$PRWHLVDVHQVRUQHWZRUNQRGHZLWKFDSDELOLWLHVIRU
SURFHVVLQJVHQVLQJWKHHQYLURQPHQWDQGFRPPXQLFDWLQJZLWKRWKHUFRQQHFWHGQRGHVLQWKHQHWZRUN0RWHVLQFOXGHVHQVRUVWKHFRPSRQHQWVFDSDEOH
RIVHQVLQJ>@
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
)LJ$QH[WUDFWRIDVLPSOLILHGFOLQLFDOSURFHVV
5HVRXUFHUHOLDELOLW\LQIRUPDWLRQLQ%301EXVLQHVVSURFHVVHV
:HLOOXVWUDWHLQWKLVVHFWLRQKRZZHFDQXVH%301WRLQFOXGHUHOLDELOLW\LQIRUPDWLRQLQUHVRXUFHGHILQLWLRQVDQG
DVVLJQPHQWVWDNLQJLQWRDFFRXQWWKHWZRXVHFDVHVH[SODLQHGLQWKHSUHYLRXVVHFWLRQV
4.1. Resources in BPMN 
7KH %301  VSHFLILFDWLRQ GRHV QRW LQFOXGH WKH GHILQLWLRQ RI RUJDQL]DWLRQDO PRGHOV DQG UHVRXUFHV 7KH
ResourceFODVVLVXVHGWRVSHFLI\UHVRXUFHVWKDWDFWLYLWLHVDQGSURFHVVHVFDQUHIHUHQFH5HVRXUFHVFDQEHKXPDQ
UHVRXUFHVDVZHOODVRWKHUW\SHRIUHVRXUFHVVXFKDVVHQVRUV7KH\FDQKDYHDVHWRIResourceParametersZKLFK
FDQEHXVHGLQTXHULHVDWUXQWLPHIRUUHVRXUFHDVVLJQPHQW
5HVRXUFHDVVLJQPHQWLVVXSSRUWHGWKURXJKWKHResourceRoleHOHPHQWDQGFDQEHVSHFLILHGXVLQJH[SUHVVLRQV
RU SDUDPHWHUL]HG UHVRXUFHV E\ XVLQJ WKH ResourceAssignmentExpression RU WKH
resourceParameterBinding HOHPHQWV UHVSHFWLYHO\ 7KH %301 FODVV GLDJUDP IRU DVVLJQLQJ UHVRXUFHV LV
LOOXVWUDWHGLQ)LJ


)LJ80/FODVVGLDJUDPIRUDVVLJQLQJ5HVRXUFHVLQ%301>@
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4.2. Reliability in BPMN 
,Q>@ZHGHILQHWKHrelyBPMN%301H[WHQVLRQWRLQFOXGHUHOLDELOLW\LQIRUPDWLRQLQEXVLQHVVSURFHVVPRGHOV
DQGXVHLWWRFDOFXODWHWKHRYHUDOOSURFHVVUHOLDELOLW\
$VVKRZQLQ/LVWLQJWKHrelyBPMNH[WHQVLRQKDVWZRHOHPHQWVWKHReliabilityInformationDQGWKH
Probability 7KH requiredReliability DWWULEXWH RI WKH ILUVW HOHPHQW GHILQHV WKHPLQLPXP DFFHSWHG
UHOLDELOLW\YDOXHIRUSURFHVVHVRUDFWLYLWLHVZKLOHWKHcalculatedReliabilityDWWULEXWHLVWKHUHOLDELOLW\RIWKH
%301 HOHPHQW ZKLFK LV FDOFXODWHG ZLWK WKH 6:5 DOJRULWKP IRU GHFRPSRVDEOH DFWLYLWLHV DQG SURFHVVHV 7KH
probabilityYDOXHLVXVHGZLWKFRQGLWLRQDOSequenceFlowHOHPHQWVLQFRQGLWLRQDOEORFNVRUORRSEORFNVDQG
GHILQHVWKHSUREDELOLW\RIWKHSURFHVVH[HFXWLRQSDWKWDNLQJWKHP
3URFHVVUHOLDELOLW\LVFDOFXODWHGE\XVLQJWKH6:5DOJRULWKPZKLFKDSSOLHVDVHWRIUHGXFWLRQUXOHVWRWKHSURFHVV
LWHUDWLYHO\XQWLORQO\RQHDFWLYLW\UHPDLQV7KHUHOLDELOLW\RIWKHUHPDLQLQJDFWLYLW\FRUUHVSRQGVWRWKHUHOLDELOLW\RI
WKHSURFHVV7KH%301EORFNVIRUZKLFKZHDSSO\UHGXFWLRQUXOHVDUHVHTXHQFLDOSDUDOOHOFRQGLWLRQDOORRSIDXOW
WROHUDQWDQGQHWZRUNRUVXESURFHVV
/LVWLQJ7KH;0/6FKHPDRIWKHrelyBPMNH[WHQVLRQGHILQHGLQ>@
1  <xsd:group name="relyBPMN"> 
2    <xsd:sequence> 
3      <xsd:element name="ReliabilityInformation" type="tReliabilityInformation"
4                 minOccurs="0" maxOccurs="1"/> 
5      <xsd:element name="Probability" type="tProbability" minOccurs="0" maxOccurs="1"/> 
6    </xsd:sequence> 
7  </xsd:group> 
8  <xsd:complexType name="tReliabilityInformation" abstract="false"> 
9    <xsd:attribute name="requiredReliability" type="xsd:float"/> 
10   <xsd:attribute name="calculatedReliability" type="xsd:float"/> 
11 </xsd:complexType> 
12 <xsd:complexType name="tProbability" abstract="false"> 
13   <xsd:attribute name="value" type="xsd:float"/> 
14 </xsd:complexType> 
4.3. Reflecting resource reliability in processes 
)RUWKHILUVWXVHFDVHWRDVVLJQVHQVRUVWRWKHWDVNVFRQVLGHULQJWKHUHTXLUHGUHOLDELOLW\ZHGHILQHDUHVRXUFHFODVV
ZLWKWKUHHSDUDPHWHUVDV LOOXVWUDWHGLQ/LVWLQJ7KHQDPHSDUDPHWHU LGHQWLILHV WKHVHQVRU WKHIXQFWLRQSDUDPHWHU
LGHQWLILHVWKHVHQVRUW\SHLHZKDWLWFDQPHDVXUHDQGWKHUHTXLUHGUHOLDELOLW\GHILQHVPLQLPXPDFFHSWHGUHOLDELOLW\
YDOXHIRUWKHVHQVRU
/LVWLQJ;0/H[WUDFWRIDVHQVRUUHVRXUFHGHILQLWLRQIRUWKH%301YHQWLODWLRQSURFHVVZLWKDrequiredReliabilitySDUDPHWHU
1 <resource id="sensor" name="sensor"> 
2   <resourceParameter id="name" name="name" type="string"/> 
3   <resourceParameter id="function" name="function" type="string"/> 
4   <resourceParameter id="reliability" name="reliability" type="float"/> 
5 <resource> 

&RQVLGHULQJWKHCheck PresenceWDVNRIWKH%301XVHFDVHSURFHVVLQ)LJZHRQO\GHILQHWKHIXQFWLRQSDUDPHWHU
RIWKHUHVRXUFHVRLWFDQEHXVHGWRTXHU\WKHUHVRXUFHPRGHOWRVHOHFWWKHDGHTXDWHSUHVHQFHVHQVRUDVGHILQHGLQ
/LVWLQJ%\XVLQJWKHrelyBPMNH[WHQVLRQZHGHILQHWKDWWKHPLQLPXPUHTXLUHGUHOLDELOLW\YDOXHIRUWKHCheck CO2
WDVNLVOLQHLQ/LVWLQJ7KLVYDOXHLVLQWKLVFDVHGLUHFWO\UHODWHGWRWKHUHOLDELOLW\YDOXHRIWKH&2VHQVRU
WREHXVHG
7KH FRQGLWLRQDO DVVLJQPHQW RI WKLV VHQVRU LV DFFRPSOLVKHG XVLQJ WKH resourceParameterBinding DQG
formalExpression;0/HOHPHQWVOLQHVWRRI/LVWLQJDQGFRUUHVSRQGLQJSDLUVRIDWWULEXWHYDOXH7KH
parameterRefDWWULEXWHELQGVWRWKHNLQGRIVHQVRULQIRUPDWLRQZHZDQWWRUHWULHYHWKHVHQVRU¶Vreliability
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LQWKLVFDVHDQGWKHformalExpressionLVZULWWHQLQ;3DWKWRJHWWKHYDOXHRIWKHrequiredReliability
H[WHQVLRQHOHPHQWIURPRXUrelyBPMNH[WHQVLRQ7KLVYDOXHFDQWKHQEHXVHGE\WKH%XVLQHVV3URFHVV0DQDJHPHQW
6\VWHP%306LQSODFHWRTXHU\WKHVHQVRUVWKDWFDQEHDVVLJQHGWRWKLVVFULSWWDVN
/LVWLQJ;0/H[WUDFWRIWKHYHQWLODWLRQSURFHVVLQFOXGLQJVHQVRUUHVRXUFHDVVLJQPHQWH[SUHVVLRQVIRUWKHWDVNVCheck PresenceDQGCheck CO2
1  <scriptTask id="CheckPresence" name="Check Presence"> 
2    <performer id="performer4CheckPresence" name="performer"> 
3      <resourceRef>sensor<resourceRef> 
4      <resourceParameterBinding parameterRef="function"> 
5        <formalExpression>Presence Sensor<formalExpression> 
6      </resourceParameterBinding> 
7    <performer> 
8  <scriptTask> 
9
10 <scriptTask id="CheckCO2" name="Check CO2"> 
10   <extensionElements> 
11     <relyBPMN:ReliabilityInformation> 
12 <relyBPMN:requiredReliability>0.98</relyBPMN:requiredReliability>
13     </relyBPMN:ReliabilityInformation> 
14   </extensionElements> 
15   <performer id="performer4CheckCO2" name="performer"> 
16     <resourceRef>sensor<resourceRef> 
17     <resourceParameterBinding parameterRef="function"> 
18       <formalExpression>CO2 Sensor<formalExpression> 
19     </resourceParameterBinding> 
20     <resourceParameterBinding parameterRef="reliability">
21       <formalExpression>getActivityInstanceAttribute('CheckCO2',
22                         'ReliabilityInformation')/requiredReliability
23       <formalExpression> 
24     </resourceParameterBinding> 
25   <performer> 
26 </scriptTask> 

/LVWLQJVKRZVWKH%301LPSOHPHQWDWLRQIRUWKHFOLQLFDOSURFHVVLOOXVWUDWHGLQ)LJ+HUHDUHVRXUFHRIW\SH
SK\VLFLDQLVLQSODFHIURPOLQHVWRLQFOXGLQJWKHnamespecialtyDQGreliabilitySDUDPHWHUV7KHQWKLV
LQIRUPDWLRQLVXVHGLQUXQWLPHWRDOORFDWHDSK\VLFLDQWRWKH³&KHFN([DPV´WDVNZKHUHDrequiredReliability
YDOXHLVLQFOXGHGOLQHDVZHOODVDformalExpressionUHIHUULQJWRWKHSK\VLFLDQ¶VVSHFLDOW\OLQHVDQG
0RUHRYHUWKHUHLVDQRWKHUH[SUHVVLRQLQOLQHVDQGWKDWFRQGLWLRQDOO\GHWHUPLQHVWKHHQGRIWKLVPXOWLSOH
LQVWDQFHWDVNEDVHGRQWKHSUHYLRXVUHOLDELOLW\UHTXLUHPHQW7KLVPHDQVWKDW WKHQXPEHURISK\VLFLDQVUHTXLUHGWR
FKHFNWKHSDWLHQWH[DPVGHSHQGVRQWKHUHOLDELOLW\YDOXHRIHDFKSK\VLFLDQDOORFDWHGLQUXQWLPHWRHDFKLQVWDQFHRIWKLV
WDVN(DFKRI WKHVH UHOLDELOLW\YDOXHV DUH WKHQXVHG WR FDOFXODWH WKHRYHUDOO WDVN UHOLDELOLW\YDOXH DQG WRYHULI\ LWV
FRQIRUPDQFHZLWKWKHUHTXLUHGUHOLDELOLW\RQH
/LVWLQJ;0/H[WUDFWRIWKHFOLQLFDOSURFHVVLQFOXGLQJKXPDQUHVRXUFHDVVLJQPHQWH[SUHVVLRQVIRUWKHWDVNCheck Exams
1  <resource id="physician" name="physician"> 
2    <resourceParameter id="name" name="name" type="string"/> 
3    <resourceParameter id="specialty" name="specialty" type="string"/> 
4    <resourceParameter id="reliability" name="reliability" type="float"/> 
5  <resource> 
6
7  <manualTask id="CheckExams" name="Check Exams"> 
8    <extensionElements> 
9      <relyBPMN:ReliabilityInformation> 
10 <relyBPMN:requiredReliability>0.85</relyBPMN:requiredReliability>
11     </relyBPMN:ReliabilityInformation> 
12   </extensionElements> 
13   <humanPerformer id="humanPerformer" name="Physician"> 
14     <resourceRef>physician</resourceRef> 
15 <resourceParameterBinding parameterRef="specialty"> 
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16 <formalExpression>"emergency" or "neurologist" or "radiologist"</formalExpression> 
17     </resourceParameterBinding> 
18   </humanPerformer> 
19   <multiInstanceLoopCharacteristics isSequential="true"> 
20 <completionCondition> getActivityInstanceAttribute('CheckExams', 
21 'ReliabilityInformation')/requiredReliability <= getActivityInstanceAttribute('CheckExams', 
22 'ReliabilityInformation')/calculatedReliability</completionCondition>
23   </multiInstanceLoopCharacteristics> 
24 </manualTask> 
&RQFOXVLRQVDQGIXWXUHZRUN
5HOLDELOLW\LQEXVLQHVVSURFHVVHVFDQDOVREHDIIHFWHGE\WKHLQWULQVLFUHOLDELOLW\RIWKHUHVRXUFHVXVHGWRSHUIRUPLWV
WDVNV ,Q WKLVSDSHUZHSURSRVH WKHXVHRI%301DQG WKHrelyBPMN H[WHQVLRQ WR LQFOXGH UHOLDELOLW\ LQIRUPDWLRQ
UHJDUGLQJWKHUHVRXUFHVSHUVSHFWLYHRIEXVLQHVVSURFHVVHV:HSUHVHQWH[DPSOHVUHJDUGLQJWZRXVHFDVHVLQYROYLQJ
VHQVRUVDQGKXPDQVDVUHVRXUFHVWKDWPXVWEHGHILQHGDQGDVVLJQHGWRWDVNV:HDOVRVKRZKRZWKHLULQIRUPDWLRQFDQ
EHXVHGWRFDOFXODWHWKHUHOLDELOLW\RIDEXVLQHVVSURFHVVWDVN
)URPWKHXQVSHFLILHGDQG;0/FRGHLQWHQVLYHZD\%301IRUHVHHVWRLQFOXGHWKLVNLQGRIUHOLDELOLW\LQIRUPDWLRQ
ZHDUHDLPLQJRXUIXWXUHZRUNRQWKHGHYHORSPHQWRIDFRUUHVSRQGLQJJUDSKLFDOQRWDWLRQIRU%3017KLVZLOODOORZ
IRUEXVLQHVVSURFHVVHQJLQHHUVWRIRFXVRQWKHGHILQLWLRQRIUHOLDELOLW\UHTXLUHPHQWVXVLQJJUDSKLFDOQRWDWLRQVIRUERWK
FRQWUROIORZDQGUHVRXUFHSHUVSHFWLYHSURFHVVHOHPHQWVUDWKHUWKDQKDYLQJWRH[SUHVVWKHVHUHTXLUHPHQWVXVLQJ;0/
$FNQRZOHGJHPHQWV
7KLVZRUNLVSDUWLDOO\VXSSRUWHGE\1DWLRQDO)XQGLQJIURP)&7)XQGDomRSDUDD&LrQFLDHD7HFQRORJLDXQGHU
WKHSURMHFWV37'&((,(668,'0$7DQG8,'&(&
5HIHUHQFHV
 %UDXQ 5 6FKOLHWHU + %XUZLW] 0 	 (VVZHLQ :  ([WHQGLQJ D %XVLQHVV 3URFHVV 0RGHOLQJ /DQJXDJH IRU 'RPDLQ6SHFLILF
$GDSWDWLRQLQ+HDOWKFDUH:LUWVFKDIWVLQIRUPDWLN3URFHHGLQJV
 &DUDFDú$	%HUQDXHU$  -XQH&RPSLOLQJEXVLQHVVSURFHVVPRGHOV IRU VHQVRUQHWZRUNV ,Q2011 International Conference on 
Distributed Computing in Sensor Systems and Workshops (DCOSS)SS,(((
 &DUGRVR$-64XDOLW\RIVHUYLFHDQGVHPDQWLFFRPSRVLWLRQRIZRUNIORZV'RFWRUDOGLVVHUWDWLRQ8QLYHUVLW\RI*HRUJLD
 &DVDWL )'DQLHO )'XQNHOV$.DUQRXVNRV 60RQWHUR 300RWWROD / 	7UDQTXLOOLQL 6 ,QYLWHG 3RVWHUPDNH6HQVH (DV\
3URJUDPPLQJRI,QWHJUDWHG:LUHOHVV6HQVRU1HWZRUNV,Q(XURSHDQ&RQIHUHQFHRQ:LUHOHVV6HQVRU1HWZRUNV(:61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0HGLFDO(TXLSPHQW5HOLDELOLW\ D5HYLHZ$QDO\VLV0HWKRGV DQG ,PSURYHPHQW6WUDWHJLHV ,QWHUQDWLRQDO -RXUQDORI
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